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1	Decision/action requested
This contribution proposes an evaluation text for signing key management
2	References
[1]	TR 33.809 
3	Rationale
The solution #7 assumes that an AMF and RAN nodes in a tracking area (TA) share the same private key associated with the public key that would be provided to the UE and used for signature verification, because there is no means that enables a UE to obtain a per-cell or per-gNB signature verification key in this solution. This means compromise of a single RAN-node is sufficient to break the security of SIB signing mechanism. Considering the fact that gNBs may be deployed closer to users/attackers (e.g., due to limited coverage of mmW), sharing a single key among many network entities becomes problematic.
Furthermore, when UE moves away from the current TA and enters into a new TA, the UE cannot verify the SIB until it successfully registered to the TA. This can be exploited by attackers, e.g., keep changing the TA in fake SIB messages.
4	Detailed proposal
It is proposed that SA3 approve the below pCR for inclusion in the TR 33.809 [1].

***** START OF CHANGES *****
6.7.3.x	Key management
Editor’s Note: Further evaluation on key management is needed.
This solution assumes that an AMF and RAN nodes in a tracking area (TA) share the same private key associated with the public key that would be provided to the UE and used for signature verification, because there is no means that enables a UE to obtain a per-cell or per-gNB signature verification key in this solution. This means compromise of a single RAN-node is sufficient to break the security of SIB signing mechanism. Considering the fact that gNBs may be deployed closer to users/attackers (e.g., due to limited coverage of mmW), sharing a single key among many network entities becomes problematic.
Furthermore, when UE moves away from the current TA and enters into a new TA, the UE cannot verify the SIB until it successfully registered to the TA. This can be exploited by attackers, e.g., keep changing the TA in fake SIB messages. 

***** END OF CHANGES *****
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